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Vyatta™ 1.1.2
Competitive Gigabit Ethernet LAN Routing 
Throughput Evaluation versus Cisco 2821 Integrated Services Router

Premise:  Many network professionals 
believe that proprietary hardware prod-
ucts are always better choices over 
standard x86-based systems for enter-
prises and small- to-medium-sized busi-
ness (SMB) networking needs. As net-
works become more complex and 
diverse, IT managers have to pay more 
attention to upfront investments, ongo-
ing maintenance costs and costs to scale 
for future growth. For the majority of 
SMB and enterprise branch office man-
agers, open software on standard hard-
ware is a viable answer to performance 
and cost-effective growth needs. 

yatta commissioned The Tolly 
Group to evaluate the Vyatta 
software-based routing and 

security solution on an x86 processor
-based system (Dell PowerEdge 860) 
for this test. 

Tolly Group engineers measured the 
Layer 3 bidirectional and unidirec-
tional zero-loss (  0.001) throughput 
and the frame-loss rate of the device 
operating in a Gigabit Ethernet-to-
Gigabit Ethernet scenario against a 
Cisco 2821 Integrated Services 
Router.

Testing was conducted in February 
2007.

Test

Summary

TOLLY
T    H    E

G R O U P

Outperforms the Cisco 2821 router consistently in Layer 3 
Ethernet bidirectional zero-loss throughput, achieving up to 
twice the performance at half the price

Operates at Layer 3 wire-speed across two onboard Gigabit 
Ethernet ports when forwarding 1,024-byte frames or higher

Delivers lower frame-loss than the Cisco 2821 for all packet 
sizes and achieves zero frame loss with 1,024-byte packets 
and higher

Leverages standard hardware and the structural cost 
benefits of the x86 ecosystem to offer a flexible, extensible 
and faster solution at attractive price points

Test Highlights
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Zero-Loss (  0.001) Bidirectional Routing Throughput 
Across Two Gigabit Ethernet Ports (100 Flows)

as Reported by Spirent SmartFlow 5.5

Figure 1Source: The Tolly Group, February  2007
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Executive 
Summary
Vyatta software running 
on a standard x86-based 
system achieves up to 
twice the throughput of a 
Cisco 2821 at half the 
price. In addition to 
impressive performance, 
Vyatta puts users on a 
structurally lower cost 
curve than proprietary 
products due to the supe-
rior economics associ-
ated with standard x86 
hardware and related 
components.

Open software solutions 
that leverage standard x86 
hardware can be viable 
alternatives to expensive 
proprietary solutions.

Vyatta’s open solution 
demonstrates that standard 
hardware at attractive price 
points can not only perform 
better than a purpose-built 
box from a leading vendor, 
but it also provides enough 
processing headroom for 
expansion. The structural 
economics of the open 
model provides users with a 
cost-effective way to scale 
performance.

Another important benefit 
of Vyatta’s open solution is 
that it decouples software 
from the underlying hard-
ware and allows users to 
achieve software feature 
and service extensibility by 
leveraging thousands of 
Linux-compatible applica-
tion packages that can 
integrate with the Vyatta 
software.

Tolly Group tests show that 
the Vyatta software deliv-
ered up to twice the Layer 3 

zero-loss throughput than a com-
peting router tested from Cisco 
during a Gigabit Ethernet-to-
Gigabit Ethernet (GbE) scenario 
with all packet sizes tested.

Engineers also tested the frame-
loss rate which showed that the 
Vyatta software consistently out-
performed the Cisco 2821 even at  
100% of line-rate by recording 
from 4% to 29% lower frame loss 
than the Cisco 2821 for all the 
packet sizes tested. As shown in 
Figure 2, the Vyatta software did 
not drop any packets when han-
dling the packet size of 1,024 
bytes or higher but the Cisco 
2821 dropped packets even for 
the larger packet sizes.

Tolly Group engineers also com-
puted a cost per throughput or 
cost-per-Mbps value to assess the  
the price/routing throughput per-
formance. Analysis shows that 
the Vyatta software offers a cost-
per-Mbps ranging  from $0.9 to 
$6.37, which is two to four times 
less than the Cisco 2821.

Zero-loss 

Throughput

Tolly Group engineers tested the 
Vyatta software running on a Dell 
PowerEdge 860 against the Cisco 
2821 Integrated Services Router 
to measure the zero-loss 

(  0.001%) bidirectional and uni-

directional routing throughput 
across two GbE ports inside the 
router. This is one of the popular 
tests to measure the router’s 
packet processing power. 

Engineers tested seven different 
packet sizes ranging from 64 to 
1,518 bytes. For all tests of dif-
ferent packets, the Vyatta soft-
ware outperformed the through-
put offered by the Cisco 2821.

The Vyatta software achieved 
Layer 3 wire-speed throughput 
(2 Gbps of aggregate throughput) 
for 1,024 bytes or higher, while 
the Cisco 2821 never achieved 
wire-speed performance in any 
tests. For the 64-byte bidirec-
tional throughput test, Vyatta of-
fered double the throughput of 
the Cisco device — 282 Mbps 
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Bidirectional Frame-Loss Rate at 100% of Line-rate 
Across Two Gigabit Ethernet Ports (100 Flows)

Lower bars represent better performance
as Reported by Spirent SmartFlow 5.5

Source: The Tolly Group, February 2007 Figure 2

Packet size



(419,689 frames per sec-
ond), while the Cisco 2821 
attained 138 Mbps 
(205,542 fps).

Frame-Loss 

Rate

Tolly Group engineers 
measured the frame loss 
rate of the Vyatta software 
and the Cisco 2821 at 
100% of line rate. The re-
sults were consistent with 
the throughput test. The 
Vyatta software consis-
tently outperformed the 
Cisco 2821, which dropped 
packets across all packet 
sizes tested.

Price/

Performance

Pricing for the products 
tested included the base 
system, as well as a one-
year extended service plan.  
With a retail price of 
$1,797 for bundled 
hardware/software/support, 
Vyatta delivers price/
performance from a low of 
90 cents per Mbps (1,024 
byte packets or higher) to a 
high of $6.37 (64-byte 
packets). The base system 
Cisco 2821, with a retail 
price of $3,334.98, has a 
cost-per-Mbps ranging 
from a low of $1.69 (1,518-
byte packets) to a high of 
$24.17 (64-byte packets). 
WAN interfaces were not 
factored into pricing.

When users want to add an 
additional Layer 3 Fast 
Ethernet routing port, Cisco 
users pay $1,009.99 
(CDW.COM) to add one 
Fast Ethernet Layer 3 port 
(Cisco 1-port HWIC, 
MFG# HWIC-1FE). Vyatta 
users, by contrast, pay only 
$65 for a GbE port since 

they can leverage the structural 
cost benefits of the x86 system.

Test Setup and 
Methodology
Tolly Group engineers tested 
Vyatta software version 1.1.2 
running on a Dell PowerEdge 
860 Server system (Single Cele-
ron D 2.80 GHz, 256K cache, 
512 MB DDR-2 SDRAM, OS: 
Linux Kernel Ver. 2.6.16). The 
server was outfitted with two on-
board GbE ports. Engineers 
tested the router versus  a Cisco 
2821 Integrated Services Router, 
running software version 
12.3(14) T4 and outfitted with 
two GbE ports. 

Engineers used Spirent SmartBits 
and SmartFlow 5.5 software to 
measure the zero-loss throughput 
and frame loss rate at line-rate 
across two GbE ports. The 
SmartBits generated seven packet  
sizes: 64, 128, 256, 512, 1,024, 
1,280 and 1,518 bytes.

The two GbE ports of each router 
were connected to a SmartBits 
test tool directly. The routers 
were configured for basic IP for-
warding across two ports. 

For zero-loss bidirectional rout-
ing throughput test, engineers 
configured the SmartBits to gen-
erate 50 UDP flows for one direc-
tion across two GbE ports and 50 
UDP flows for the opposite direc-
tion. That is, 100 flows traveled 
across the device under test.

For zero-loss unidirectional test, 
engineers generated 50 UDP 
flows from one direction only.

For the frame-loss test, engineers 
set the SmartBits to generate the 
load at 100% of line-rate and 
measured the frame loss rate for 
the different packet sizes. 

All tests were run for three itera-
tions and the results were 
averaged.
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Vyatta, Inc.

Vyatta 1.1.2

Zero-Loss 
LAN Routing Throughput, 
Frame-Loss Rate

Product Specifications
Vendor-supplied  information  not 

necessarily verified by The Tolly Group

Vyatta Software Features

IP and Routing Protocols: IPv4, 
OSPFv2, BGPv4, RIPv2 Static 
routes
IP Address Management:  
Static, DHCP server,  DHCP 
relay
Encapsulations: Ethernet, 
802.1Q VLANs, PPP, Frame 
Relay, HDLC
Logging and monitoring: 
Syslog, SNMPv2c
Security: IPSec VPN, stateful 
inspection firewall, Network 
Address Translation, RADIUS 
authentication,  User accounts 
and passwords
High availability: VRRP, protocol 
fault isolation, redundant power 
supply (hardware system 
dependent)
Administration: Integrated CLI, 
single configuration file for all 
protocols and subsystems, 
Web GUI, Telnet, SSHv2
Debugging and Packet Sniffing:  
Tcpdump, Ethereal packet 
capture
Interfaces:  PCI and mother-
board Ethernet , Sangoma 
A101 T1/E1 cards, Sangoma 
A301 T3/E3 cards

For more information contact:
VYATTA

1 Waters Park Drive, Suite 160

San mateo, CA 94403

Phone: (650) 350-3140

URL: http://www.vyatta.com



Model (Price)
Packet size

(Bytes)

Aggregate 

Throughput 

(Mbps)

Cost per 

Mbps (US$)

64 282 6.37

128 448 4.01

256 739 2.43

512 1,343 1.34

1,024 2,000 0.90

1,280 2,000 0.90

1,518 2,000 0.90

64 138 24.17

128 242 13.78

256 439 7.60

512 821 4.06

1,024 1,487 2.24

1,280 1,780 1.87

1,518 1,979 1.69

Bidirectional Routing Price/Performance Analysis of       

Vyatta vs. Cisco 2821

Vyatta (US$1,797)

Cisco 2821 (US$3,334.98)
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Test Equipment Summary

The Tolly Group gratefully acknowledges the providers of test equipment used in this project.

Vendor Product Web

Spirent Communications • SmartBits 6000B

• SmartBits LAN-3327A

• SmartFlow 5.5

www.spirent.com

Vyatta                    Vyatta 1.1.2

Source: The Tolly Group, February 2007 Figure 3

The Tolly Group is a lead-
ing global provider of third-
party validation services 
for vendors of IT products, 
components 
and services.

The com-
pany is 
based in 
Boca Raton, 
FL and can be 
reached by phone at  
(561) 391-5610, or via the 
Internet at: 
Web: http://www.tolly.com, 
E-mail: sales@tolly.com 
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Note: The product prices cover the base system (with two Gigabit Ethernet ports) plus 1-
year extended service plan. The price information for Vyatta and Cisco 2821 was acquired 
from Vyatta’s on-line retail store and CDW, respectively

Bidirectional Gigabit Ethernet LAN Routing Price/
Performance Analysis of Vyatta vs. Cisco 2821



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


